R = n Algorithm S n R_o ≥ R − n c_R

n c_R R.

i ≤ i ≤ called x_1 ,...,x_n ) of n E

a_1 x_1 +...+ a_n x_n = E x_i = . (1.1)

x_1 ,...,x_{n 1} ,..., a_n ,

i ≤ i ≤ trapdoor (W,M

≤ W < M W,M) = 1. (ii) M >_{i i} }. i ≤ i ≤ ≤ s_i < Mand s_i ≡ Wa_i ( ) is superincreasing s_1 +...+ s_i < s_{i +1} ≤ i ≤ n − 1 . 1 +...+ s_n < Mholds.

W,M E

E^* ≡ WE ( ≤ E^* < M (1.2) − s_1 x_1 +...+s_n x_n = E^* x_i = . (1.3) − E and E^* are i }. i ≤ i ≤ s_n } ≥ integer Mwith 2^{dn} < M < 2^{dn +1} . (1.4) i ,...,s_n } s_1 +...+ s_n < M.

W^* ≤ W^* < M W^* ,M) = set a_i ≡ W^* s_i ( ≤ a_i < − W ≤ W < M and by

WW^* ≡ ) .

i ≤ i ≤

S_n are_{σ (i)} ≤ i ≤ σ

d ∼= n log_2 (nM) ∼ = # maximum . R = d^{− 1} R .

n as n when M ≤ 2^{dn} and d is fixed d.)

U < d <

≤ d d ≥

d ≤ d U

(W^* ,M^* W,M M^*

W^* M W

M by M̃ =_{1≤i≤n}max_i } d by

d^* = n 1 log_2 (n^2 M̃).

Set g = d^* + g = g (a_1 ,...,a_g g n possible g

xi a 1 − x1 a i ≤ B ≤ i ≤ g 1 ≤ x_1 ≤ B−

where

B =^{− n +g} M^* ] . (2.4)

x_1 ,...,x_1 constraints

1 ≤ x_1 < x_1 and x_1 < x_1 ≤ B−

x_1 x_1^{(i)} n log_2 n n log_2 n x_1^{(i)} ,...,x_n^{(i)} n^7 rationals

θ_j^{(i)} =

a_i x_1^{(i)} + j n^72^nM̃ 1 ≤ j ≤ n^7 . (2.5)

Find θ_j^{(i)} = M_j^*

W_j^* W_j^* ,M_j^*

1 ,...,a_n } succeeds

i ≡ s_i (

Wa_i −_i = s_i (2.7)

k_i

M W − a_i k_i = Ma_i s_i

. (2.8)

a_i k_i − a_1 k_1 = Ma_1 s_1 − Ma_i s_i

k_i a_1 − k_1 a_i = M 1 (s_1 a_i − s_i a_1 ) . (2.10)

i }with i =1Σ n s_i < Mhas

0 ≤ s_i ≤ 2^{− n +i} M

≤ i ≤ g that

ki a 1 − k1 a i ≤ 2^{− n +g} M̃ . (2.12)

(x_1 ,...,x_g ) = (k_1 ,...,k_g g ≥ d^* + d^* ≥

x_1^{(i)} ,...,x_n^{(i)} x_1^{(i)} = k_1

0 ≤ M W − a_1 k_1 ≤ 2^{n +1} a_1 1 . (2.13)

n^2 1 M ≤ a_1 ≤ (2.14)

0 ≤ M W − a_1 k_1 ≤ 2^nM n^2

. (2.15)

M_j^*

W_j^*

with

Mj^*

W_j^* − M W ≤ n^52^nM

1 . (2.16)

W^* ,M^* W_j^* ,M_j^* λ M^* M

W^* (W )

ε ≤ n^{− 5}2^{− n} . (2.17)

Hence

W^* a_i − M^* k_i Wa_i − Mk_i ) a_i ]

(s_i a_i

where

ε a i ≤ n^{− 5}2^{− n} (2.18) s_i^* = s_i a_i (2.19)

W^* ,M^* S

n^2

1 M ≤ a_1 ≤ M

x_1^{(i)} ,...,x x_1^{(i)} = k_1.

j_i^* } superincreasing.

S g n L

form O(L^{F(g)} F(g g O(g^{9g} L log L

n^{g +10} L log L) = g log M̃.

R_0 ≤ R d^* ≤ d ≤ R^{− 1} is g = d^* + L.

M is fixed W is W ≤ W ≤ M W,M) = sequence_i ,...,s_n } i =1Σ n s_i < M

by M = 2^{dn} G(n,M W; s_1 ,...,s_n

< R < 1_R − n c_R ) G(n,M) choices (W; s_1 ,...,s_n ) M = 2^{dn} with 1 ≤ d ≤ R^{− 1}.

1 s_1 Now Wa_1 ≡ s_1 (

W^* s_1 ≡ a_1 ( ) . (3.1)

where WW^* ≡ ϕ (M W^* W^* ,M) = O n 1 ϕ (M) a 1 ≤ n^2

1 M M ≥ 2_n

(M,T) = x,M) = ≤ x ≤ . Then

B(M,T) ≤ M T ϕ (M) + O M^M

c_o .

s_1 ,M) = O n 1 ϕ (M)

(s_1 ,M) > s_1 ,M) ≤ n

(s_1 ,M) > n is O n 1

K the expected

(x_1 ,...,x_g x_1 = K g n). W,s_1 ,...,s_{n 1} have a_2 ,...,a_g g g.

solutions .

(a)_{1 1} n^2 1 1 (a_2 ,...,a_g )

a i x1 − a 1 xi 2^{− n +g}a 1 ≤ i ≤ g ,

with 0 ≤ a_i < a, (x_1 ,...,x_g )_1 = λ^g 2^{(g − dn}. (b) ≥ d + 2 ≥ 5. g −

a^1 a_i − x_1 x_i ≤ x_1

2^{− n +g} ≤ i ≤ g

prove.

1 1 n^2 1 1 (a_2 ,...,a_g )_1 (W,s_1 ,...,s_g )_1 ≡ s_1 λ^g 2^{(g − dn}.

W and s_1 s_2 ,...,s_g s_1 ,...,s_g s_i < 2^{− n +i}M s_1 ,...,s_n i − 1Σ n s_i ≤ M (s_1 ,...,s_g

s_1 ,...,s_n S_n (M

i =1Σ n s_i < M

d_i = s_i − (s_1 +...+s_{i − 1} ≤ i ≤ then s_1 +...+s_n = 2^{n − 1} d_1 + 2^{n − 2} d_2 +...+2d_{n − 1} + d_n S_n (M d_i ≤ i ≤ n M > 2^{n − 1} d_1 +...+2d_{n − 1} + d_n .

Ω_n (M R^n n! 2^{− (2} n) M^n M.

n (M) = n! 2^{− (2} n) M^n + O n! 2^{− (2} n) M^n ( M 2^nn^4 )

ε a_i d_i

d_i > B ≤ i ≤ n , M ≥ 2^{n − 1} d_1 +...+2d_{n − 1} + d_n .

d_i^* > ≤ i ≤ n , M−^n − B > 2^{n − 1} d_1^* +...+2d_{n − 1}^* + d_n^* , S_n (M−^n − B S_n (M− 2^nB) ∼ S_n (M as M = 2^{dn} with n d_i ≥ B. B = n^{− 2}2^{− n}M.

= 2^{dn} > 1 ( n 1 S_n (M superincreasing

i − 1Σ n s_i <_i = s_i − (s_1 +...+s_{i =1} ) d_i < n^{− 2}2^{− n} (3.3)

ε a i ≤ n^{− 5}2^{− n}M (3.4)

n^{− 5}2^{− n}M

References

th Annual

Crypto-83

83

th 206.

preprint.

24^{th}